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Abstract. The authors comparatively analyze the impact of artificial intelligence (AI) 
on security in public administration. The rapid advancement in AI technology offers 
new opportunities, but it also entails significant risks for the public sector. The analy-
sis covers the current use of artificial intelligence in administration, the risks associated 
with the introduction of artificial intelligence into public administration, plans for the 
future and challenges in Poland, the United States and China. To ensure the safe use 
of AI, it is necessary to conduct a broad discussion on the scope of implementation 
of AI in the functioning of public administration and, on this basis, to define a regula-
tory framework. The topic requires an interdisciplinary approach, combining computer, 
legal and public policy knowledge. The article addresses the critical issue of the impact 
of AI systems on the security of public administration, a key problem for the respon-
sible and effective implementation of technological innovations in the public sector. 
The proposed interdisciplinary approach combines artificial intelligence, legal and ethi-
cal knowledge and public policy. It can contribute to the development of comprehensive 
solutions for the safe use of AI in public administration, in line with the public interest.
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INTRODUCTION

The computerization of public administration significantly changes the 
ways of management and approach to security. Artificial intelligence (AI) 
is a field of information technology that is of increasing interest to research-
ers, businesses and administrations. Its dynamic development opens the way 
to new, practical opportunities in virtually every area of social and economic 
life. The concept of AI is defined in European Union law as a machine sys-
tem that has been designed to operate with varying levels of autonomy once 
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it has been implemented and that can be adaptable once it has been imple-
mented, and which, for explicit or implied purposes, infers how to gener-
ate results such as predictions, content, recommendations or decisions from 
the input data obtained. That may affect the physical or virtual environment 
(Article 3(1) of Regulation No. 2024/1689). Although this act will not enter 
into force until 2 Augus.  2026, Member States are already making attempts 
to enact national legal acts regulating the use of AI and adapting this reg-
ulation to their own legal systems (Draft Act on Artificial Intelligence Sys-
tems.  2024). Importantly, the above-mentioned Regulation No. 2024/1689 
clearly distinguishes AI from simpler, traditional software systems or pro-
gramming assumptions, indicating that this concept should not include sys-
tems based on rules defined only by natural persons for the purpose of au-
tomatic operation (thesis No. 12 of Regulation No. 2024/1689). One of the 
essential characteristics of AI is its ability to make inferences involving both 
the process of obtaining outcomes such as predictions, content, recommen-
dations or decisions that can affect the physical and virtual environment 
and the ability of AI to create models or algorithms based on input infor-
mation or data. AI, through its ability to make independent conclusions, be-
comes an intelligence independent of humans and capable of acting without 
humans, including self-learning [Kamiński 2023].

Public administration is one of those sectors where artificial technology 
will be used in the future. In the age of artificial intelligence, public admin-
istration can increasingly use new technologies for decision-making, com-
munication with the public and resource management. IT systems that im-
prove or automate public services, data analysis, infrastructure management 
and fraud prevention significantly improve the functioning of the state. They 
should improve the quality of public services and help reduce common bu-
reaucratic problems [Blicharz and Zacharko 2024].

However, the introduction of AI into administrative structures brings 
new risks, particularly in terms of the protection of fundamental rights, 
cybersecurity, data protection and the violation of the principles of equal-
ity and justice, and thus legality, which in turn is essential for the proper 
functioning of the administration. Improperly designed or unsupervised AI 
systems have the potential to cause infringements of personal rights, dis-
crimination against social groups, perpetuation of inequalities and violation 
of the rights of persons (parties) using administrative services.

History knows precedents where algorithms used in the judiciary, HR, 
or credit background checks have relied on human biases encoded in train-
ing data [Wirtz, Weyerer, and Geyer 2018].

The article aims to diagnose the impact of artificial intelligence on the se-
curity of public administration, comparing the situation in Poland, the Unit-
ed States and China. At the same time, the assessment of this impact on the 
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activities of the administration in Poland will be of particular importance. 
This sample selection is due to the varying level of public sector AI deploy-
ment in these countries, their different legal and cultural environments, 
and their important international position in terms of technology trends.

1. SIGNIFICANT RISKS ASSOCIATED WITH THE USE  
OF AI IN ADMINISTRATIVE ACTIVITIES

The challenges and risks associated with AI systems, especially those re-
lated to security, need to be properly managed so that the benefits of AI 
in public administration can thrive. Privacy and confidentiality of personal 
data processed by artificial intelligence is essential. The public sector deals 
with particularly sensitive information, such as medical, financial, forensic 
or housing records. Any leakage or misuse of data as a result of a hacking 
attack, insufficient security, or human error has consequences for individu-
als and the integrity of the state [Madan 2022]. The challenge is to ensure 
the transparency and accountability of AI systems supporting decision-mak-
ing processes in the public sector. Many deep neural networks act as “black 
boxes”: they process inputs and produce specific results, but how they do 
this remains a mystery to their creators. Algorithms influencing administra-
tive decisions in areas such as social welfare, licences, permits or fines must 
guarantee citizens the right to clear justification for their decisions. The lack 
of transparency in the operation of AI systems in public administration un-
dermines trust in public institutions and creates a risk of impunity for offi-
cials hiding behind algorithmic recommendations [Snopkiewicz 2020].

Public administration is a set of organizational and executive activities 
aimed at the implementation of the common good, related to the basis 
and forms of action by law [Niewiadomski 2010]. The activity of public ad-
ministration is largely individual. The authority decides on the case of a spe-
cific person, and this decision is made by issuing an individual administra-
tive act. This form of administrative activity is and will be one of the basic 
planes of its functioning in the future, because it establishes the basic ele-
ment of the administrative relationship, which is the inequality of the par-
ties [Filipek 1995]. The issuance of an individual administrative act allows 
not only to clearly specify the rights and obligations of a given person, but 
also to clarify the actions of the authority and ensure the greatest possible 
protection of such a person through the possibility of lodging appeals.

Quite often, in studies on the use of AI in administration, this aspect of its 
activity is omitted, and it is crucial in its functioning. Thus, ensuring security 
at the stage of conducting individual administrative cases should be treated 
as the basic scope of this security [Ziółkowska and Wierzbowski 2022].
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Artificial intelligence as a machine learning system must be based on 
a large (very large) amount of data. It is reasonable to say that machine 
learning algorithms are just as good as the training data they are fed with. 
Thus, the risk of transferring human biases, stereotypes and cognitive biases 
from training data to artificial intelligence systems used in public adminis-
tration is serious [Konopka 2023].

At the same time, an extremely important risk related to the very func-
tioning of the administration is overlooked, consisting in the fact that there 
are sometimes millions of individual administrative decisions in legal trans-
actions, issued in individual cases, sometimes repeated, and sometimes com-
pletely different. For example, in 2023, the local government administration 
of the City of Krakow alone issued over 816 thousand administrative deci-
sions (Krakow in numbers.  2023). This is another significant threat associ-
ated with the use of AI by public administration. However, it is not about 
the number of such decisions, but about the possibility of AI ‘learning’ on 
such data sets. It may turn out that in the same circumstances, several hun-
dred rulings favourable to the parties were issued, but also a similar num-
ber of negative rulings to the parties [Kozłowski 2023]. What kind of model 
is artificial intelligence supposed to develop then? Based on historical data, 
AI can develop its ‘own’ discrimination system at the algorithm level [Sku-
za and Lizak 2023]. Furthermore, it must be noted that the discriminatory 
patterns themselves are not permanent. Whether a given characteristic is dis-
criminatory or not discriminatory is decided by the legislator, who sometimes 
directly grants more or less rights to persons with certain characteristics.

Another threat to the use of AI systems in public administration is the 
specificity of its activity consisting in justifying the issued decisions. A deci-
sion or other administrative act does not consist only of the decision itself, 
but sometimes a very extensive justification sometimes even several dozen 
pages long. The justification of administrative decisions should consist of the 
justification of the factual and legal parts. In practice, the justifications for 
administrative decisions may not contain these parts, or they may be mixed 
together or even incomprehensible.

Another threat not indicated in the doctrine is the occurrence of many 
unlawful decisions in legal transactions [Bamberger 2010]. Each party de-
manding a specific decision will fully accept it also if it is favorable to it but 
against the law. No appeals will be lodged against such a decision and it will 
function in legal transactions.

In addition to obvious (gross) illegality, in the legal transactions of each 
country there is a very large number of decisions that violate the law to an 
insignificant degree. Such decisions, even if subject to judicial review, will 
not be eliminated from legal circulation due to the fact that the degree of vi-
olation of the law is not high.
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Another issue pointing to the threats to the introduction of AI in ad-
ministration is its decentralization and the use of both discretionary de-
cisions, as well as general clauses and vague concepts. Increasingly, public 
administration is decentralised in order to best meet the needs of specific 
residents. These needs may be similar, but the way of satisfying them is di-
verse and the greater the scope of independence of local administration, the 
different the decisions may be. The admissibility of using AI in cases that 
end with the issuance of so-called discretionary decisions is already indi-
cated as extremely controversial [Sibiga 2019]. In the case of discretionary 
decisions, the outcome of the case is not directly related to the established 
facts and legal status. Thus, it may turn out that in two practically identical 
states of affairs, the authorities make different decisions. If the justification 
for such decisions sufficiently states the reasons for such different actions, 
then this poses a threat as to how AI will ‘learn’ how to resolve such cases. 
It may turn out that the difference in these decisions is based on the appli-
cation of the so-called general clauses such as ‘public interest’ or ‘legitimate 
interest of a party’ and without explaining what it consists in a given case. 
Then AI itself will have to define such a concept for the needs of a specific 
case. This will be extremely difficult, because defining a general clause (e.g. 
public interest) cannot be based on generalizing this concept from already 
issued decisions. This will require skipping a number of use cases, which 
seems to be difficult to program for an AI system.

Accountability for autonomous AI decisions and potential harms is a fun-
damental legal and ethical challenge for their implementation. Under cur-
rent laws, officials and authorities are responsible for their decisions [Butt 
2024]. However, the involvement of machine learning algorithms in these 
decisions complicates matters because they are not always completely pre-
dictable and transparent.

2. AI IN PUBLIC ADMINISTRATION

The security of data and systems, the scope of data entered into the AI 
system and constant control over the activities of AL are of key importance 
for the functioning of AI systems in public administration. Polish public 
administration is facing many challenges related to digitization and imple-
mentation of AI. The lack of integrated security strategies and a non-stan-
dard approach to risk management threaten the integrity of the administra-
tive system. Polish legislation emphasizes the protection of personal data, 
primarily due to the implementation of the General Data Protection Reg-
ulation (GDPR), but data protection should be adapted to AI, because the 
artificial intelligence system can also ‘deanonymize’ (decode) personal data 
while learning on its own. Artificial intelligence is beyond the capabilities 



12 Dawid Chaba, Kazimierz Bandarzewski

of the human mind, so it can identify people who seem to be safe after the 
anonymization process based on a lot of data [Jakubik and Prabucki 2024]. 
A significant problem remains the lack of professional staff and infrastruc-
ture, which makes the Polish administration vulnerable to cyberattacks.

Artificial intelligence has become increasingly important in public ad-
ministration in the United States, and the government has passed many laws 
to ensure data security. Legislation such as the Cloud Act and the Cybersecu-
rity and Infrastructure Security Agency Act focuses on improving the securi-
ty of digital infrastructure and protecting against cyber threats [Chaba 2024]. 
U.S. public authorities, such as the Department of Homeland Security, actively 
work with the private sector to ensure the security of administrative systems.

Despite these improvements, some researchers have expressed concerns 
about the impact of artificial intelligence to privacy, especially in the con-
text of data collection in surveillance systems [Androniceanu 2023]. China’s 
approach to security in public administration in the field of AI is complete-
ly opposite. It makes widespread use of artificial intelligence in city man-
agement and planning and in mass surveillance, including the ‘social credit’ 
system [Madan 2022]. While these systems are effective in supporting the 
administrative activities and management of agglomerations, they raise con-
cerns about excessive surveillance and a lack of individual privacy protec-
tion. The Chinese government has made extensive use of measures to pro-
tect digital infrastructure, but it has often been criticized for restricting 
rights [Chen, Ran, and Gao 2019]. Further sections examine the use of AI 
in the public administrations of the countries concerned.

2.1. Poland

Poland is at a very early stage of implementing AI solutions in its pub-
lic administration. Her experience to date is mainly trial and experimen-
tal programs at selected institutions [Dudzik, Kawka, and Śliwa 2024]. One 
of them is a chatbot that answers common questions and informs citizens 
about official procedures. The Ministry of Finance has such a chatbot [Kuz-
iemski and Misuraca 2020]. Another testing ground for artificial intelligence 
algorithms is data analysis for tax services. Machine learning tools are de-
signed to support the selection of entities for inspection, detect errors in tax 
returns and identify financial fraud, e.g. VAT [Dudzik, Kawka, and Śliwa 
2024].

One of the steps towards the wider use of AI in the Polish public sector 
is the government’s platform for data processing and the development of AI-
based tools. The aim of the project is to build a central IT infrastructure 
and data resources for public institutions. The platform would integrate dis-
tributed state databases, offer data analysis tools, and help build and deploy 
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applications with integrated AI algorithms. This would enable offices to take 
advantage of economies of scale without the burden of high infrastructure 
costs and the requirement of appropriate competences [Kowalczyk 2021].

The government plans to use AI systems in the Polish administration 
mainly to improve communication with citizens and automate repetitive 
processes [Kuziemski and Misuraca 2020]. AI algorithms will help in mak-
ing administrative decisions regarding social benefits, licenses, permits 
or fines [Kowalczyk 2021].

The implementation of ambitious plans for the digital transformation 
of the Polish public sector powered by artificial intelligence will not be possi-
ble if numerous challenges and barriers are not addressed. One of them is the 
low digital competence of officials who would launch and supervise artificial 
intelligence systems. Implementing advanced technology requires the right 
hardware and software infrastructure, but more importantly, it requires per-
sonnel with the right knowledge and skills. On the other hand, a significant 
proportion of public administration employees have no experience with AI, 
do not understand how it works and are not prepared to manage the risks 
it entails [Dudzik, Kawka, and Śliwa 2024]. Therefore, officials need intensive 
training and skills development to effectively use intelligent systems.

Another significant barrier is the lack of legal regulations on the use 
of artificial intelligence in the activities of public administration. The cur-
rent legislation in Poland is far from taking into account the intricate nature 
of artificial intelligence systems and does not answer many questions about 
their implementation in the public sector. This is not an isolated situation. 
Generally, in European countries, procedures allowing the use of AI in the 
adjudication process are regulated only exceptionally, and only when the ad-
ministrative act is a so-called related act and the authority does not have the 
discretion to assess the facts [Kamiński 2023].

The Polish legal system exceptionally allows for the automation of the 
administrative process, indicating the possibility of online transfer of infor-
mation between a party or authority or in this mode of collecting evidence. 
Article 14(1b) of the Polish Code of Administrative Procedure, which has 
been in force since 2021, allows for the handling of cases using automatical-
ly generated letters and bearing a qualified electronic seal of a public admin-
istration body. Automatically generated letters are documents in electronic 
form that are created without direct or minimal human participation in the 
production of their document content and are the result of downloading 
and appropriate compilation of data by the ICT system, in particular based 
on data contained in public registers or provided by the applicant [Wil-
brandt-Gotowicz 2021]. However, also in this regard, it is argued that han-
dling cases using automatically generated letters without human intervention 
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(and thus in fact using artificial intelligence systems) does not apply to the 
issuance of administrative decisions [Knysiak-Sudyka 2023].

This does not mean that processes of highly advanced automation in ad-
ministrative proceedings do not take place at all in Polish law. Since 2012, the 
Polish Social Insurance Institution has been deciding on the annual valorisa-
tion of pension benefits in a fully automated (and without human interven-
tion) way, and since 2020 in the case of granting the so-called downtime ben-
efits [Szyjewska-Bagińska 2022]. However, these examples of administrative 
proceedings cannot be considered the use of artificial intelligence, because 
there is no form of independent ‘thinking’ of the IT system, but only the au-
tomatic creation of a specific decision if precisely defined conditions are met.

It is also unclear how the transparency and accountability of administrative 
decision algorithms would be ensured, or how to assign responsibility for possi-
ble errors and damage caused by such autonomous systems [Kowalczyk 2021].

Therefore, comprehensive regulations are needed that will build a legal 
framework that promotes innovation and experimentation with new tech-
nologies in the public sector, while guaranteeing the highest standards 
of data, cybersecurity and protection of civil rights. One of the first regu-
lations in the legal system will be the Act on Artificial Intelligence Systems 
(Draft Act on Artificial Intelligence, 2024), which is intended to apply Regu-
lation No. 2024/1689. However, the primacy of man over the computer sys-
tem should always be preserved, and not the other way around.

2.2. United States

The United States is a world leader in solutions based on artificial in-
telligence, also in the public sector. Machine learning algorithms are used 
in many areas of federal and state government, both in decision-making 
and in improving public services. U.S.  Border and Immigration Services 
have particularly sophisticated artificial intelligence systems at their dispos-
al to improve transnational traffic control, detect potential terrorist threats, 
and illegal immigration. One example is the controversial ATLAS system 
used by Immigration and Customs (ICE) authorities to automatically analyze 
data from social media and other sources to screen non-citizens for removal 
procedures [Engstrom, Ho, Sharkey, et al. 2020]. The American justice system 
is also increasingly using AI solutions. Parole courts and boards commonly 
use recidivism risk assessment tools when deciding on parole, bail amounts, 
or sentences [Di Vaio, Hassan, and Alavoine 2022]. Systems such as COM-
PAS, PSA, and LSI-R analyze a wide range of defendant data, such as their 
demographic profile and social or criminal history, to predict the likelihood 
of reoffending. Although the creators of the tools wanted to improve objec-
tivity and reduce the impact of human bias on the justice system, there are 
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justified doubts about the actual reliability and impartiality of these systems 
towards representatives of various social groups [Skuza and Lizak 2023].

U.S. intelligence and homeland security institutions also use advanced arti-
ficial intelligence systems. Biometric data analysis algorithms for facial or hand 
geometry recognition are used in access control systems in sensitive govern-
ment locations or to identify potential terrorists at airports. Another area of AI 
use is the analysis of large data inputs from electronic surveillance systems such 
as PRISM, which facilitates the identification of suspicious groups and aids 
in counterintelligence operations [Di Vaio, Hassan, and Alavoine 2022].

Moreover, AI systems are playing an increasingly important role in manag-
ing critical infrastructure in the United States, from power grids to transpor-
tation and water systems. IoT sensors and real-time data analysis algorithms 
can monitor infrastructure health, predict failures, and optimize maintenance 
and modernization of strategic assets [Engstrom, Ho, Sharkey, et al. 2020].

The future use of artificial intelligence in U.S. public administration 
is shaped by successive versions of national AI strategies. The current one 
is the National AI Initiative Act (NIAIA) of 2020,1 which provides for in-
creased federal spending on artificial intelligence research and implementa-
tion, cooperation between government agencies, and adaptation of innova-
tive solutions in the public sector.

The U.S. administration focuses on building digital competencies for 
public sector employees. The United States Digital Service,2 is expected to re-
cruit highly skilled technology experts for government agencies to improve 
the digitization of public services. Dedicated training paths and university 
programs are designed to educate officials ready to implement and oversee 
machine learning-based systems [Engstrom, Ho, Sharkey, et al. 2020]. This 
confirms the thesis that staff competences are crucial for the correct and ef-
fective use of the potential of AI in administration.

The United States is also an active international agent in setting standards 
for the safe development of artificial intelligence. Its representatives are mem-
bers of the OECD Working Group on Artificial Intelligence Governance, 
which has published recommendations and guidelines for governments on 
the responsible implementation of AI systems in line with human rights, 
democratic values and the principles of transparency [Grochmalski, Lewand-
owski, and Paszak 2020]. Internally, too, the United States is trying to es-
tablish a consistent legal framework and standards for the use of AI in the 
public sector. However, the federal structure and divergent regulations at the 
state level make this process difficult [Bullock, Young, and Wang 2020].

1	 U.S. Congress. House of Representatives. H.R. 6216 (116th Congress), https://www.congress.
gov/bill/116th-congress/house-bill/6216 [accessed: 08.03.2026].

2	 U.S., U.S. Digital Service, https://www.usds.gov/ [accessed: 08.03.2026].

https://www.congress.gov/bill/116th-congress/house-bill/6216
https://www.congress.gov/bill/116th-congress/house-bill/6216
https://www.usds.gov/
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There is no shortage of challenges and controversies around the progres-
sive ‘algorithmization’ of the American administration, especially given its 
current state. In addition to the threat to citizens’ privacy discussed above 
from the development of AI-based surveillance and profiling systems, some 
critics question the transparency and neutrality of the tools used in justice 
or social welfare systems [Di Vaio, Hassan, and Alavoine 2022]. Civil rights 
concerned organizations warn that historical data used to train risk assess-
ment algorithms could contaminate them with discriminatory patterns ex-
posed in the justice system, such as disproportionately worse sentences for 
racial minorities [Bullock, Young, and Wang 2020]. The practical use of AI 
by the administration, e.g. in migration procedures, has been criticized due 
to the perpetuation of harmful stereotypes, as well as the bias of final deci-
sions, which resulted from biased criteria as a consequence of the current 
political agenda [Molnar 2020].

It should be remembered that the development of AI in the US admin-
istration is influenced by strategic competition with China, which also as-
pires to become a world leader in this field. The pressures of technological 
competition can force decision-makers to prefer rapid deployment at the ex-
pense of security or system transparency.

2.3. China

China is today the undisputed world leader in artificial intelligence-based 
solutions. Beijing considers the development of artificial intelligence 
to be a strategic priority that is crucial to strengthening its international po-
sition and transforming its economic model towards innovative technologies. 
Fueled by colossal state and private investments worth billions of dollars 
and an unparalleled amount of data generated by a population of 1.4 billion, 
China has created an ecosystem of rapid development of machine learning. 
Flagship implementations of artificial intelligence in Chinese administration 
include smart city management, mass visual surveillance, advanced ana-
lytics for state security, and extensive e-government platforms [Wang, Teo, 
and Janssen 2021].

The idea of a smart city with a dense network of Internet of Things sen-
sors, surveillance cameras, and real-time data analysis algorithms is wide-
ly used by those responsible for China’s metropolises. AI systems for traf-
fic optimization, energy efficiency of buildings, waste management or crisis 
response are exploited on a daily basis in cities such as Beijing, Shanghai 
and Shenzhen. Advanced facial recognition and behavioral analysis tech-
niques can track people’s movement, detect anomalies, and respond to po-
tential threats [Roberts, Cowls, Morley, et al. 2021]. Still, the same infra-
structure is part of an unprecedented surveillance and control mechanism. 
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A basic example is the social credit system in China, which has been operat-
ing since 2014. It is based on artificial intelligence algorithms that aggregate 
and analyze a wide range of citizen data, from purchase history and social 
media activity to traffic fines and loan repayment behavior. All this to cal-
culate the ‘credit’ of a person. This assessment is intended to provide a syn-
thetic measure of citizens’ credibility and loyalty and affects their access 
to public services, career opportunities and travel. The system is integrat-
ed with pervasive surveillance and should promote ‘virtues’ and discourage 
‘bad deeds’. In essence, it is a tool of mass social engineering in line with the 
expectations of the Chinese Communist Party [Wu, Lu, Zhu, et al. 2020].

In 2017, the Chinese government adopted the ambitious Next Generation 
Artificial Intelligence3 Development Plan, which aims to turn China into the 
undisputed world leader in the development and use of artificial intelligence 
by 2030. The plan envisages further intensifying research and development 
efforts to develop new applications for Artificial Intelligence in the public sec-
tor hand in hand with leading private technology companies such as Alibaba, 
Huawei, and Tencent. Its goal is to create an ecosystem of “smart state gover-
nance” in which AI algorithms are involved in every aspect of the relation-
ship between the citizen and the state, from smart customer service in offices, 
to proactive information campaigns and tailor-made public services, to auto-
mated administrative decision-making [Wu, Lu, Zhu, et al. 2020].

One of the pillars of China’s AI strategy is the development of facial rec-
ognition and behavior analysis technology, which is freely used by the state 
security system, especially in regions inhabited by minorities, such as Xin-
jiang and Tibet. Advanced AI is also being used to control the internet 
by identifying and blocking content deemed ‘dissident’ by the Great Firewall 
of China [Wang, Teo, and Janssen 2021].

The Chinese government is actively seeking exports of Chinese AI 
technology, including its controversial products, mainly through the Belt 
and Road Initiative. Smart city management systems, e-government plat-
forms, and surveillance algorithms made in China are being deployed 
in Southeast Asia, Africa, and South America. Accepting countries do 
not always have regulations and safeguards in place to guarantee responsible 
use of tools [Wu, Lu, Zhu, et al. 2020]. The expansion of China’s AI raises 
concerns about the “export of digital authoritarianism” and the technolog-
ical dependence of developing countries on China [Grochmalski, Lewand-
owski, and Paszak 2020].

3	 State Council of the People’s Republic of China. (2017). Full Translation: China’s New 
Generation Artificial Intelligence Development Plan, https://digichina.stanford.edu/work/
full-translation-chinas-new-generation-artificial-intelligence-development-plan-2017/ 
[accessed: 08.03.2026].

https://digichina.stanford.edu/work/full-translation-chinas-new-generation-artificial-intelligence-development-plan-2017/
https://digichina.stanford.edu/work/full-translation-chinas-new-generation-artificial-intelligence-development-plan-2017/
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While the widespread use of AI in China’s public administration of-
fers tangible benefits, such as optimized governance, it raises fundamental 
ethical and political concerns. Intelligent algorithms have become a tool 
of mass surveillance, invasion of privacy and unprecedented restrictions on 
civil liberties. China’s history of using AI in the public sector demonstrates 
the potential of this technology as a tool for effective process management 
and optimization, but also as a serious threat if used for authoritarian con-
trol of the population and the suppression of civil liberties.

China’s successful application of innovative AI solutions in state ad-
ministration encourages other countries, including Poland, to consider 
the role of this technology in the modernization of public administration 
and services. Chinese inspiration in city optimization, healthcare, or predic-
tive analytics can be valuable if the basic principles of democracy are fol-
lowed and safeguards are applied. Copying China’s model of AI “public sur-
veillance” would be a violation of the values such as freedoms and individual 
rights on which liberal democracies are based. The example of China shows 
the need for civilian control and supervision over AI systems in adminis-
tration. The system also requires the protection of privacy and anonymity 
in the era of big data, as well as the education of officials and citizens on the 
social consequences of technological solutions.

CONCLUSIONS

The article comparatively addresses the problem of the impact of AI sys-
tems on the security of public administration. The United States and China 
were selected together with Poland for their leading role in the global race 
for leadership in artificial intelligence. The United States is the birthplace 
of breakthrough innovations in artificial intelligence and neural networks. 
This is where tech giants such as Google, Microsoft, Amazon, and IBM have 
invested billions of dollars in the research and implementation of artificial 
intelligence. U.S. government agencies, such as the Defense Advanced Re-
search Projects Agency, have been conducting advanced AI research for de-
fense and security for decades. U.S. government is also eager to adopt ma-
chine learning-based solutions to predict crime, automate customer service, 
and detect tax fraud. China, on the other hand, is on track to become the 
world’s leader in AI by 2030. They have a gigantic database of their citizens 
and are not as limited in their capabilities by regulatory safeguards as the 
West, which makes it easier to develop and implement machine learning 
systems. Chinese corporations such as Alibaba, Baidu, Tencent and Sense-
Time are investing heavily in AI research and are working closely with the 
government on a military-civilian fusion program.
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AI plays a key role in China’s research and public control mechanisms, 
as evidenced by mass surveillance and citizen scoring systems. AI is also 
widely used in China’s public administration, from smart city management 
to the automation of e-government services. Compared to them, Poland 
is at an early stage of implementing and using AI in the public sector. So far, 
the projects that the country has undertaken have been attempts to focus 
on selected areas, such as chatbots for solving civic problems or analytical 
tools for tax services. There is a lack of a comprehensive strategy for the 
implementation of AI systems in public administration and an appropriate 
legal and ethical framework. Although the digital transformation of the Pol-
ish public sector is ongoing, it is lagging behind the technological leaders.
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